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(1) FHEn (1) Internet History and Definition

(2) Introduction to Network Communication Technology
®  Data transmission & Data Encoding
®  Digital data communication technologies (Asyn. Syn. Transmission, Error detection, interfacing)
®  Wireless Networks Concepts ( Types, Advantages/Disadvantages, Generations , RF & Spread Spectrum Basics ,
Wireless Standards, Architecture, Applications and Troubleshooting )
Data link control (flow and error control)
Multiplexing

Communication networking & Architectures (Switching and Protocol)

Communications equipment (NIC, HUB, Bridge and L2 Switch...)

) Network Software

(3) Computing Model (Centralized, Distributed, Cooperative Computing ) & Network Services Model (Clients,
Servers ,Peers)

(4) OSI Reference Model

(5) Transmission Media

(6) Network Topologies
(7) LAN Standards & Technology (Ethernet, MAC address, Spanning Tree Protocol)
(8) Wireless LAN Technology (Wi-Fi , RFID, IrDA, Bluetooth , Zigbee )

(9) Technology Trend
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P2 et N e LA (1) Introduction to Computer System

®  Computer Hardware ( Information devices, Processor & Memory Architectures, Auxiliary storage, 1/0 architectures and
devices, Types and features of computers, Embedded systems)
Basic Software (OS, File management)
System Configuration and Constructive logic (System configuration technology, system performance, System reliability and
cost efficiency)

®  System Applications (Network applications, Database applications, Data resource management, Multimedia)

(2) IP Addressing (IPv4, IPv6)

(3) TCP/IP Protocol

(4) Routing Protocols & Algorithms

(5) LAN/WAN Interfacing Equipment, Devices and Configuration

(6) Technology Trends
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(3) 4"z gt PRI B * (1) Introduction to System Development and Operation

® System Development (Languages, Software Packages, Development Environment & Techniques,
Requirements analysis and design techniques, Programming, tests, reviews, Development management,
Utilization of outside environment

®  System Operation and Maintenance (System Operation , System Maintenance)

(2) Internet Services (Web, FTP, Mail, DNS , Directory Services, DHCP, IPTV, MoD, P2P, ...)

(3) Internet Proxy/Caching Technology

(4) Broadband Access Solutions( XDSL/FTTx/3G/WIMAXI/LTE...)

(5) Voice over IP

(6) QoS

(7) Streaming Media Protocols

(8) Internet Measurement & Troubleshooting

(9) Technology Trend (Social Network
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(4) e pe % > (1) Introduction to Network Security and general security management concepts:
o Information Security Requirements
[ Security (Network, Services & Applications Security)
° Security Management Concepts : Risk Management, Standardization (Development and

transactions standard, Information system standard, Data standard, Standard organizations)

(2) Security Concept (Network, Information, and Computer), Threats , and related laws

(3) Information Security Management and Control Concepts (Security Measures and Control)

(4)System Security Operation, Concepts and Access Control

(5) Communication Encryption and General Operation Concepts(PKI, SSL, TLS, SSH, SMIME, ...)

(6)Authentication Concepts and Internet Security (Network Address Translation (NAT) & Virtual Private
Network (VPN))

(7)Mobile and Wireless Security (2G/3G security, Bluetooth security, RFID security, SSID, WEP,
WPA WPA2, RADIUS, 802.1X/EAP, ...)

(8) Firewalls and Intrusion Detection System/ Intrusion Preventive System

(9) Future Trend(policy, technology, and application)
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(D) R APHFEF R (1) Network System Design and Management Concepts

(2) Network Analysis (Characterizing the Existing Network , Analyzing Business Solutions Framework &

Determining New Customer Requirements) , Test and Diagnostic

(3) Provisioning Infrastructure, Platform and Software Services

(4) Designing the Network Topology

(5) Designing a Network Layer Addressing and Naming

(6) Network Management Protocol (SNMP/RMON/RADIUS/...) & Traffic Management

(7) Selecting a Network Management Strategy

(8) Technology Trend
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